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Lab 04-01: IT Helpdesk Operations Agent

Scenario workflow: A user uploads an error log = extract error codes and product versions - rewrite three
retrieval subquestions = hybrid search and reranking in an authorized knowledge base - cite troubleshooting
evidence - user confirmation - call the ServiceNow API to create an incident = notify users of processing status
in Teams.

Step One: Prepare the Lab and Acceptance Baseline

Rerun — 2026-10-13: Playwright controlled Microsoft Edge against the existing Helpdesk agent. Native
knowledge Q&A and the cloud three-question Prompt were retested. A real user-log attachment and a text
retry exposed an input-binding failure; no controlled Azure search, ServiceNow write, or Teams status
notification was executed.

1. Sign in to Copilot Studio and Power Automate using Edge and select an authorized lab environment; do not
modify business agents.

2. The main integration requires a lab SharePoint document library, Azure Al Search, an available embedding
deployment, an enabled Semantic ranker, a ServiceNow developer instance, and a dedicated standard Teams
channel.

3. Without these resources, you can still complete local preprocessing, agent knowledge uploads, and Prompt
tests; you cannot mark real search, incident creation, or notifications as successful. This lab does not
automatically create billable Azure resources.

4. Download the sample log, original knowledge file, and metadata. Do not upload production logs or
credentials; sanitize actual logs, scan for secrets, and minimize their contents first.

5. Set the fixed test question to “AtlasGateway 2.1 ##%iEH fZH I AGW-401, fEHE, [EAR? " (How
should AGW-401 after certificate rotation in AtlasGateway 2.1 be investigated, and when should it be
escalated?). Use the Chinese question to test the Chinese agent.

Accuracy baseline: Test the same question set at document counts of 10, 100, and 500, adding distractors: older
years, identical error codes for other products, drafts, and unauthorized materials. More documents do not
necessarily reduce accuracy; version confusion, missing authorization, and retrieval noise are the causes to
investigate.

Human-labeled questions and the plan for comparing each optimization dimension are saved in evaluation.json.
No unmeasured scores have been filled in.

Metric How to record it Suggested lab acceptance target, not a
measured result

Recall@5 Proportion of human-labeled relevant chunks retrieved among =20.8
the first five chunks
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Metric How to record it Suggested lab acceptance target, not a
measured result

Citation Citations that actually support the answer / all citations >0.9

accuracy

Unauthorized Number of unauthorized snippets returned 0

results

Correct refusal Explicitly state unknown when a question has no evidence Refuse all negative cases

Latency End-to-end P50/P95 for the same question Record and compare; do not invent numbers

Step Two: Preprocess and Structure Files (Optimization Dimension 1)

1. Read the original file and confirm that the repeated Workshop INTERNAL — training header and Page x
of y oOn every page are unnecessary headers and footers. Do not clean by “deleting every repeated line,”
which could remove provisions or error context.

2. Run:

node lab-04-01/scripts/prepare.mjs

3. Open the cleaned output and confirm that headings, error codes, versions, and safety boundaries remain
intact.

4. Convert the original tab-separated tables into Markdown tables, retaining headers and all data rows. The
script must report inconsistent column counts rather than silently drop columns.

5. PDF/Word extension: extract body text and table structure first; use organization-approved OCR for scanned
PDFs. Preserve page numbers and section locations. Manually verify merged cells, charts, and tables
spanning pages.

Completion check: Headers and footers are removed; certificate-chain and binding-version tables are readable;
the instruction not to disable TLS validation remains. The local script processes only the supplied Markdown/tab-
separated tables; it is not a general PDF/Word parser.

Local rerun: prepare.mjs was actually executed again. Its cleaned document, heading-based chunks and

hybrid requests were regenerated and checked locally; none of these operations deployed an index or issued a
search request.

Step Three: Chunk by Heading and Meaning (Optimization Dimension 2)

1. Open chunkByHeading inthe semantic chunking code. Split at Markdown heading boundaries and retain the
parent heading in each chunk.

2. Inspect chunks.json: AGW-401 and AGW-429 are separate chunks, each with documentld, a section heading,
and complete metadata.
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3. The 6000-character limit is a stop-and-review check for overly long sections, not an automatic truncation
strategy. If exceeded, add subheadings first, split at complete paragraphs, and keep tables intact. If overlap
is needed, overlap one complete paragraph and record its source.

4. Each chunk ID consists of the document ID and a content hash. Content or version changes require
rebuilding vectors and removing old chunks to avoid returning new and old policies together.

Completion check: The AGW-401 chunk does not contain the AGW-429 section; each chunk still identifies the
product and version. Uploading these files directly to Copilot Studio does not deploy this custom chunker; native
knowledge sources have their own chunking mechanisms.

Step Four: SharePoint Metadata and Hard Prefiltering (Optimization
Dimension 3)

1. In the dedicated SharePoint document library, use Add column to add Department , ProductLine
(Choice), policyYear (Number, no decimals), and Approvalstatus (Choice).

2. Upload the cleaned runbook, select the file - Details, and enter IT, AtlasGateway, 2026, and Approved.
3. Configure permissions through SharePoint/Entra; Department=IT is a business tag, not authorization. Index

ACLs must come from a trusted permission synchronization process, not arbitrary author-entered columns or
a Prompt.

4. Synchronize each chunk's department, product line, year, approval status, and allowedGrouplds; declare the
Azure Al Search fields as filterable=true . Refer to the index template.

5. The retrieval tool determines authorization groups on the server from the authenticated user, then intersects
them with allowed business scopes. Prompt rewrites provide query text only and do not control filtering
scope.

6. Inspect filter and vectorFilterMode=preFilter in the hybrid query examples.
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How filtering works in vector queries In

Azure Al Search uses the Hierarchical Navigable Small World (HNSW) algorithm for Approximate :
Nearest Neighbor (ANN) search, storing HNSW graphs across multiple shards. Each shard
contains a portion of the entire index. S
R
Filters apply to filterable nonvector fields, either string or numeric, to include or exclude
search documents based on filter criteria. Vector fields themselves aren't filterable, but you can
W:

use filters on other fields in the same index to narrow the documents considered for vector
search. If your index lacks suitable text or numeric fields, check for document metadata that

might help with filtering, such as LastModified or CreatedBy properties.

The vectorFilterMode parameter controls where filter operations are applied during the stages
of search, which affects how the results are filtered to a subset of items (such as by category, tag,

or other attributes) and impacts latency, recall, and throughput. There are three modes:

® preFilter applies the filter during HNSW traversal on each shard. This mode maximizes
recall but can traverse more of the graph, increasing CPU and latency for highly selective

filters.

e postFilter runs HNSW traversal and filtering on each shard independently, intersects
results at the shard level, and then aggregates the top k from each shard into a global top

k. This mode can create false negatives for highly selective filters or small k values.

® strictPostFilter (preview) finds the unfiltered global top k before applying the filter.
This mode has the highest risk of returning false negatives for highly selective filters and

small k values.

Key distinction: Adding columns to SharePoint documents does not mean Copilot Studio's native SharePoint
knowledge source automatically supports hard filtering on arbitrary columns. To validate hard rules, the main
workflow uses a custom retrieval tool to apply OData filters and ACLs; “please search only 2026" is not access
control.

Step Five: Hybrid Search, Reranking, and Thresholds (Optimization
Dimension 4)

1. Before creating the Azure Al Search index, replace the template's embedding resource and deployment
placeholders with your own. The 1536 dimensions match this template's model settings; indexing and
querying must use the same model/dimensions.

2. Grant the Search managed identity the organization-required minimum permissions for embedding calls and
configure the server-side search identity. Store credentials in connectors or a secret service, not in training
material, Prompts, or browser screenshots.

3. Generate real embeddings for every chunk and write them to contentVector. The output chunks.json
contains no vectors, so it is not evidence of a completed vector index.

4. Enable Semantic ranker. Name the semantic configuration lab04-semantic and map title/content to
headings/body text respectively.



5. In Search explorer - JSON view, submit one supplied query: search runs full-text BM25,
vectorQueries runs vector retrieval, RRF merges candidates, and queryType=semantic reranks results.

6. kind=text requires a configured query-time vectorizer in the index. Without it, first generate a query
embedding, then use kind=vector with a real numeric array, not fake vectors.

7. k=50 is the reranking candidate count; top=>5 is the result count per subquestion. Deduplicate the three
subquestion results by chunkld, sort by semantic score, and return at most 15 chunks.

8. Call gateResults inthe custom retrieval service, using @search.rerankerScore >= 2.5 as the teaching
starting point. This is an experimental gate on the 0—-4 semantic reranking score, not a universal production
threshold.

9. Calibrate the threshold with labeled questions. Explicitly report an error if semantic scores are missing; do
not substitute BM25/RRF @search.score . If all results are filtered out, return zero evidence and the agent

should refuse to answer.

How does hybrid search work? In

In a search index, vector fields containing embeddings coexist with textual and numerical fields.
You can formulate hybrid queries that execute simultaneously. Hybrid queries take advantage of
existing text-based functionality like filtering, faceting, sorting, scoring profiles, and semantic
ranking on your text fields, while executing a similarity search against vectors in a single search

request.

We

Hybrid search combines results from both full-text and vector queries, which use different
ranking functions such as BM25 for text, and Hierarchical Navigable Small World (HNSW) and
exhaustive K Nearest Neighbors (eKNN) for vectors. An RRF algorithm merges the results. The

query response provides just one result set, using RRF to rank the unified results.

Structure of a hybrid query

Hybrid search relies on a search index that contains fields of various data types, including plain
text and numbers, geo coordinates if you want geospatial search, and vectors to mathematically
represent a chunk of text. You can use almost all query capabilities in Azure Al Search with a

vector query, except for pure text client-side interactions, such as autocomplete and suggestions.

A representative hybrid query might look like the following. For brevity, the vector queries have

placeholder values.

HTTP U Copy

POST https://{{searchServiceName}}.search.windows.net/indexes/hotels-vector-quic
content-type: application/JSON

Copilot Studio configuration note: This lab did not find a built-in control for an arbitrary “unified BM25/vector
threshold.” Set the threshold in the retrieval tool's backend and call the tool from Studio; do not confuse content
moderation sensitivity with a retrieval threshold. Native Azure Al Search integration uses an official data
connection, not handwritten unsupported connection configuration.



Step Six: Create the Real Helpdesk Agent and Upload Baseline
Knowledge

1. Copilot Studio - Other ways to build - Create an agent with predefined rules and flows; name it
Workshop-ITHelpdeskAgent-Lab04 .

2. Wait for Ready, paste the global instructions into Overview = Instructions = Edit, and Save; turn off Web
Search.

fR J\IEW:ZB IT Helpdesk L3¢ Agent, ROTAF AN LERNHES Eft/EMIRIEE.

B, XEMRRAFREHE, TRITHPNES. TREEE. <M. IEBHMH, FERINGE TLS SUAE.
FiRREIRE. TRSRE, BER=FRAEENRENRIR. 8], F5RNEBRRSIKRSDEERE.
R5|HREIR chunkld, EHSAFAARIEVESE URL; 28 EBIERENIRARNAHRATLE,
E—ERBEARTRAFDAEEIESN, FECEGHESR.

RRRERZR T BRNEHEISHEPHIAGZHMA Createlncident, ,yﬁEﬁk sys id/number N TEERE.

T B +ModdrndnOr&cMnO—+432 v - Tk wri = H-rPtr =P o - To o - =PRSS OD A7 +h A=

Instructions /7 Edit

TJ\xEW‘“’B IT Helpdesk 3£36 Agent, ROTAFPEN LENBES ERERIRIERE.

BE. XHEIMERBEERE, FRTEPNES. FEDEE. <. IEBHRHE, ARG TLS SIAIE.
SEIREERIRIE, F@SRE, BRA=FREESNZFERETR, B, EHSENEBARZSIHFSHRERE.
QS| AIEEIM chunkld, BB SHEFAHBIMNEST URL; 28 ESIEENRARMHARA TR,
E—HERBERR"RAFERETEEREEN, TBTEEHER.

BT EASHBBAFRIASZER Createlncident, ;B ESL sys_id/number Nz TEEBIZE,
TEREENBRIZARIEN, FUABETRHIERNAE 7 ServiceNow, Teams S RRBHIT

3. Knowledge - Add knowledge - Upload file: select output/runbook.clean.md , then Add to agent.
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ﬁ Upload files X

Only text-based files are supported; images, audio, video, or executables are not. Files will be securely stored in Dataverse.

T Upload file
Drag and drop or browse your device

Files (1) Q

D runbook.clean.md

[«
&

Back Add to agent ‘ Cancel

4. Wait for knowledge status Ready. In Test, ask about the cause of AGW-401 and inspect citations and handling
of unknown information.

5. This is the native knowledge Q&A baseline, validated separately from the custom hybrid retrieval workflow.
When integrating the main workflow, restrict the answer node to controlled retrieval evidence; native
uploaded files must not bypass custom hard filters.

() Ready

D runbook.clean.md [ Files () Worksh... = General 1day ago (©) Ready

Actual baseline test: The scenario question initially routed to the rewrite tool and requested SanitizedLog, rather
than returning a cited answer. In a separate new session, ask: runbook.clean.md HfJ AtlasGateway 2.1 /
AGW-401 FESTHMEHELSBRSARFH? XRIMRZERRE, ToWAFHES, TeIZI%, The completed response
cites runbook.clean.md , checks intermediate certificates and the binding fingerprint, and escalates only after
approved repair fails. It explicitly prohibits disabling TLS or requesting private keys.



Hello, I'm Workshop-ITHelpdeskAgent-Lab04. How can |
help?

O <

Just now

AtlasGateway 2.1 }eH#RIEB /Il AGW-401, W{HEE, o
B FH4%?

Could you please provide the SanitizedLog?

o <

Just now




AtlasGateway 2.1 / AGW-401 Troubleshooting Steps and
Escalation Criteria
Troubleshooting Steps:
* Check certificate chain: Verify if the intermediate
certificates are complete.
* Check binding version: Confirm the current service
certificate fingerprint.
Escalation Criteria:
= |f the issue persists after approved configuration fixes
by authorized operations personnel, escalate by
creating an internal incident ticket.
Additional Notes:
* AGW-401 indicates a trust chain or binding
configuration issue, not a user password error.
* Do not disable TLS verification, request private keys, or
suggest bypassing authentication.
Source: runbook.clean.md, AtlasGateway 2.1 iZ#F 1, AGW-
401 section 1

1 reference

1  runbook.clean.md

& @

Records: initial routing/input request and completed native baseline. Native file retrieval is not proof of custom
ACLs or Azure hard prefiltering.

Step Seven: Use a Prompt to Rewrite Three Precise Subquestions
(Optimization Dimension 5)

1. Tools & Add a tool » Prompt; name it RewriteHelpdeskQueriesLab04 .

2. Paste the node Prompt; use Add content - Text to create UserQuestion and SanitizedLog inputs and insert
their tokens.

3. Use the Step One test question for UserQuestion and the supplied fictional log for SanitizedLog.

4. Output format - JSON, then Test. Check that queries contains exactly three distinct {text} objects, all
retaining AGW-401 and AtlasGateway 2.1.
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+
ti‘] RewriteHelpdeskQueriesLab04

Instructions <3 Model: GPT-4.1 v/ IR

f£%5: 1B UserQuestion ] SanitizedLog BN =1 E B FRAIF O,
XEMARARIERE, FRMERNES, REBRAERE. FafRE, T
RIEHIRD.

ETRESFR: HIRAXSERRAE; RUHESE; IBEHIRE5ARE
.,

REEREI IR, MRA. RSBUFTATHITHL.

R {"queries™:[{"text":".."},{"text":"..."},{"text":"..."} ]}

BN text H 1-240 F, ZIMAGEE. FHBELBVERBTBHREES, THE
EER,

SCRRER N FRIS1T337570 Text £h#: UserOuestion. SanitizedlLoa.

Model response o~ Customize JSON = (> Output: JSON v

{
"queries": [
{
"text": "AGW-401 £iR7E AtlasGateway 2.1 WRAPRTMHLBN, EATF
+
{
"text": "AtlasGateway 2.1 HHRIEBFEHIT AGW-401 iR, FBRIMFMHIE
+
{
"text": "f£ AtlasGateway 2.1 Il AGW-401 iR, BIBRBHILTHE
}
1
}
R o A Q@ D2982ms & 3 Copilot credits

+
tﬂ RewriteHelpdeskQueriesLab04

®

New! Now use your prompt to execute actions with the new Code-gen feature.

Instructions > Inputs + X B Test

LABO4 synthetic log; no production credentials or customer data.
2026-10-11T09:00:00Z INFO product=AtlasGateway version=2.1
department=IT

2026-10-11T09:01:00Z ERROR code=AGW-401 trace=LAB04-TRACE-001 ,

Text input
Name

UserQuestion

Sample data

AtlasGateway 2.1 #3RIEBE AGW-401, RIANEALMERFAR?

Read terms

Show setting X

A

Model response >~ Customize JSON  (© Output: JSON v [

{

"queries": [

"text": "AGW-401 £HiR7E AtlasGateway 2.1 RAFRHI, &N HHHRIE

’

“text": "i&@F AtlasGateway 2.1 ) AGW-401 iEHIRIFLMEEIRAT, 7]

’

"text": "7£ AtlasGateway 2.1 ¥l AGW-401 F5iRAT, BIESHITHET

A Q@ D2778ms € 3 Copilot credits

The new cloud output passed validateQueries :exactly three distinct {text} questions retaining
AtlasGateway 2.1/ AGW-401. This is a Prompt call, not three actual search calls.

5. Save - Add and configure. The real test output is saved as queries.real.json, separately from the offline
reference.

6. In the task topic's Prompt node, bind the inputs to the sanitized log and user question. If validateQueries
fails, return an explicit error rather than silently reuse the previous question.
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7. Run a query with the same trusted filters for each of the three subquestions, then deduplicate before
answering. Compare Recall@5, citations, and latency for single-query and multi-query retrieval; multiple
gueries can increase noise and do not guarantee improvement.

Step Eight: User Log Upload, Controlled Retrieval, and Incident
Confirmation

1. Enable file input under the agent's Settings - Generative Al using tenant-permitted capabilities, then
upload data/error.log in Test. Do not confuse user uploads with author uploads to Knowledge.

2. If the upload type is unsupported, use an authorized staging area in the main workflow; pass a controlled file
ID to a tool that retrieves its text. Do not request arbitrary external URLs or make staged files public.

3. Create Topic AnalyzeUploadedLog : retrieve log - file safety checks/sanitization - extract product, version,
errorCode - three-question Prompt - controlled SearchKnowledge tool - cited summary.

4. Map search tool results to Content, Title, and ContentLocation, or supply them as custom data to an explicit
generative answers node. For a global custom knowledge trigger, refer to the official
OnKnowledgeRequested code view; all custom knowledge topics in one agent can return at most 15
snippets in total.

5. Present the proposed short_description, sanitized description, and requestld; add a user confirmation
branch. Cancellation must not create an incident.

6. Call only the createIncident operation fixed by the instance allowlist. The model may analyze
product/error codes, but incident priority and assignment group are determined by rules or human
confirmation.

Step Eight actual upload test: Add data/error.log (361 bytes) to Test, then send the attachment with the

analysis request. The completed reply still requests SanitizedLog. Send the complete fictional log text in that
conversation; the reply says SanitizedLog is not a valid property and asks again. Attachment upload

succeeded, but file extraction/input binding and the diagnosis workflow did not pass.

Workshop-ITHelpdeskAgent-Lab04 (3 Overview Knowledge Tools Agents Topics  Activity — +3 Q

< RewriteHelpdeskQueriesLab04 Enabled Save Test your agent

Details Details

. What it is, how it operates, and how the orchestrator identifies it. Learn more Hello, I'm Workshop-ITHelpdeskAgent-Lab04. How can |
Instruction >
help?
Name

Inputs RewriteHelpdeskQueriesLab04 o

Completion A minute ago
Description * @
AtlasGateway 2.1 IR /EHIN AGW-401, MfTHE,
RewriteHelpdeskQueriesLab04 FHR?

27/1024 Could you please provide the SanitizedLog?

Available to (’7 <@

{I> Workshop-ITHelpdeskAgent-Lab04 .
A minute ago

> Additional details

R
% Instruction GPT-41 Vv &

0/2000

{25 1 UserQuestion ] SanitizedLog (B W =PRI B At REI F .
XEMARTAEEIE, TRMEFIES. RBRAERB. mRARE, THREHER
8. You're testing your agent's real responses and capabilities. Find
SARESFIN: HRSNSERIRA; RIHESE: WRBHTRSFHRRME. roubleshaoting help here. Make sure Al-generated content i accurate and
FEERDITSA, WEE, BSHUHTITHL, appropriate before using. See tern




Could you please provide the SanitizedLog?

O <

A minute ago

B oM EY AtlasGateway 2.1 AGW-401 HiE, 5|H
runbook.clean.md BIHEEL RS AREMEH, FEIEITE,

error.log
361 bytes \—L

The user question has been updated to: 150 MY
AtlasGateway 2.1 AGW-401 HZ, 3|H runbook.clean.md

NRFESZ RS AR, AEIETE., Please provide the
SanitizedLog.

O <

Just now



Just now

LABO4 synthetic log; no production credentials or
customer data.

2026-10-11T09:00:00Z INFO product=AtlasGateway
version=2.1 department=IT

2026-10-11T09:01:00Z ERROR code=AGW-401 trace=LAB04-
TRACE-001

2026-10-11T09:01:00Z ERROR message="Certificate
validation failed after rotation"

2026-10-11T09:01:01Z WARN retries=3 action="Request
rejected; no data written"

SanitizedLog is not a valid property.
Could you please provide the SanitizedLog?

o <

Full conversations: attachment test, text retry. Inspect the actual tool input schema and explicitly bind sanitized
extracted text before continuing; do not interpret the Prompt-editor test as proof of agent input binding.

Step Nine: ServiceNow API and Teams Status

Step Nine rerun boundary: The loaded Tools list contains only the query-rewrite Prompt. No SearchKnowledge,
Createlncident or Teams notification call is demonstrated, and no incident number was obtained. Authorized
existing retrieval and ServiceNow lab resources and working input bindings are prerequisites; new external
resources were not provisioned.
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m Workshop-ITHelpdeskAgent-Lab04 (3 Overview  Knowledge Tools  Agents Topics  Activity — +3

+ Add a tool Q_ search tools

@ &) Prompt (1) C Last refreshed now
Name Type Available to  Trigger Last modified Errors Blocked Enabled
tij RewriteHelp... 2 Prompt D Workshop- () By agent 1day ago Q On

P—
Q ‘ Publish } Settings =
- Test

Test your agent @@~ & B X

AtlasGateway 2.1 / AGW-401 Troubleshooting Steps and
Escalation Criteria
Troubleshooting Steps:
 Certificate Chain
© Check if the intermediate certificates are
complete.

* Binding Version

o Verify the current service certificate fingerprint.
Escalation Criteria:

o If the issue persists after approved configuration
repair by authorized IT personnel, escalate by creating
an internal incident ticket.

Additional Notes:

* AGW-401 indicates a trust chain or binding
configuration issue, not a user password error.

© TLS validation should not be disabled, private keys
should not be requested, and bypassing
authentication is not recommended 1 .

1reference v

1| runbook.clean.md

4O 9

Ask a question or describe what you need
0/2000 2 e
)

You're testing your agent's real responses and capabilities. Find

N

troubleshooting help here. Make sure Al-generated content is accurate and
appropriate before using. See terms

1. Configure approved OAuth integration and least-privilege access to the incident table in a ServiceNow

developer instance; create a custom connector in Power Platform.

2. Set a fixed host <YOUR DEV INSTANCE>.service-now.com and POST /api/now/table/incident ;referto

the request body.

3. The official built-in ServiceNow Create Record operation has limitations on the full description; this scenario
uses an approved Table API custom connector rather than silently dropping the description.
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Known Issues and Limitations

In

1. When using the Create Record action, it's not possible to specify the full record description. ]
The field value will be ignored due to Service-Now REST API limitations. P

N

2. The Get Records action may return an "Invalid Table" or other error in Power Apps. For C
Power Apps implementations the suggested work around is to utilize the Get Records action T

in Power Automate and pass the data back to Power Apps. A

C

3. The connector currently supports only instance URLs ending with "service-now.com". Using
alternative domains such as "servicenowservices.com" may lead to connection errors. In
such cases—particularly when warking with new ServiceNow domain in GCC — it is

recommended to use Basic Authentication.

4. If you encounter a popup error stating "Invalid redirect_uri", copy the full URL from the
popup window and extract the redirect_uri parameter (e.g.,
redirect_uri=https%3a%2f%2ftip1-shared.consent.azure-apim.net%?2fredirect). After
decoding the URL (replacing %3a with : and %2f with /), update the Redirect URL field in
your ServiceNow instance's OAuth app registry as shown in image below. Then, try re-

adding the connection.

e SN ETER | Oauthtesting01

* Client 1D [

Client Secret | eeeeccccece ‘ et |

4. Check the persisted Requestld/correlation_id first; on successful submission, save the returned sys id and
number . correlation_id is not inherently an idempotency key; queue locking/unique requests and server-side
checks are required.

5. If a write times out, mark it Unknown and query to verify; do not automatically repeat the POST. Explicitly
reject 4xx responses and report 5xx failures; never invent an incident number.

6. Teams - Post message in a chat or channel: select only the dedicated test channel and show the incident
number, brief description, status, and controlled link, not raw logs.

7. An independent status synchronization flow reads the incident and notifies after detecting status changes;
persist the last notified status to avoid duplicates. Turn off classroom polling flows.

8. Synchronous agent tools should return accepted/requestld promptly. Use independent workflows for lengthy
diagnosis and status synchronization; do not wait for human processing in ServiceNow to finish.

Step Ten: Acceptance, Saved Artifacts, and Execution Status

Run node --test lab-04-01/tests/rag.test.mjs to check cleaning, chunking, three questions, prefiltering,
and gating. Validate the real workflow separately: upload log = sourced answer = confirmation - real incident
response - Teams status. Test unauthorized access, old versions, low scores, Prompt injection, and API timeouts;
none may produce success-shaped results.



Executed scope

Create Helpdesk agent in Edge, save
instructions, and turn off Web Search

Upload cleaned runbook

Native knowledge baseline

Three-question Prompt

User log attachment and text retry

Local cleaning, semantic chunking, retrieval

requests

SharePoint metadata, Azure index/hard filters,
ServiceNow, Teams notifications

Current status

Performed in the real Ul

Real Add to agent completed; final status Ready; not proof of custom index

deployment

2026-10-13 isolated knowledge question returned AGW-401 steps, escalation
conditions and runbook.clean.md citation

2026-10-13 actual cloud Prompt retest passed three-query validation; this
does not establish working agent input binding

Actually sent; attachment still prompted for SanitizedLog, text retry reported
invalid property; extraction/binding not accepted

prepare.mjs rerun; local checks only, no real search calls

Not yet integrated or validated end to end; designated authorized lab
resources are required

See manifest.json for screenshot sources. The supplied code does not automatically deploy resources or send

external requests.

Dated rerun provenance identifies new screenshots. Step Four-Five deployments and Step Eight-Nine
integrations remain unverified; no 10/100/500-document cloud evaluation or measured accuracy/latency is

claimed.

The official-document screenshot reproduction script is capture-docs.mjs: run npm run screenshots:docs
against an already running Edge CDP endpointat 127.0.0.1:9223 . It recaptures official pages only, not
fabricated product configurations or execution results; install this directory's dependencies before running.

Official References

e Hybrid search

* Vector prefiltering

e Copilot Studio Azure Al Search
+ Custom knowledge sources

e ServiceNow connector

Refer to the manuals' actual execution records. Simulated data does not prove successful cloud integration.


file:///Users/lokinfey/Desktop/AOAI/Workshop/train_copilot_studio_workshop/_site/lab-04-01/screenshots/manifest.json
file:///Users/lokinfey/Desktop/AOAI/Workshop/train_copilot_studio_workshop/_site/lab-04-01/screenshots/rerun-2026-10-13.json
file:///Users/lokinfey/Desktop/AOAI/Workshop/train_copilot_studio_workshop/_site/lab-04-01/scripts/capture-docs.mjs
https://learn.microsoft.com/en-us/azure/search/hybrid-search-overview
https://learn.microsoft.com/en-us/azure/search/vector-search-filters
https://learn.microsoft.com/en-us/microsoft-copilot-studio/knowledge-azure-ai-search
https://learn.microsoft.com/en-us/microsoft-copilot-studio/guidance/custom-knowledge-sources
https://learn.microsoft.com/en-us/connectors/service-now/

