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3. LR 6000 FHRABITKETHNELEE, TEEEMRE. BERTIENFAnE, REBEREYD, REEA
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How filtering works in vector queries In

Azure Al Search uses the Hierarchical Navigable Small World (HNSW) algorithm for Approximate :

Nearest Neighbor (ANN) search, storing HNSW graphs across multiple shards. Each shard

contains a portion of the entire index. S
R

Filters apply to filterable nonvector fields, either string or numeric, to include or exclude

search documents based on filter criteria. Vector fields themselves aren't filterable, but you can

use filters on other fields in the same index to narrow the documents considered for vector We

search. If your index lacks suitable text or numeric fields, check for document metadata that

might help with filtering, such as LastModified or CreatedBy properties.

The vectorFilterMode parameter controls where filter operations are applied during the stages
of search, which affects how the results are filtered to a subset of items (such as by category, tag,

or other attributes) and impacts latency, recall, and throughput. There are three modes:

® preFilter applies the filter during HNSW traversal on each shard. This mode maximizes
recall but can traverse more of the graph, increasing CPU and latency for highly selective

filters.

e postFilter runs HNSW traversal and filtering on each shard independently, intersects
results at the shard level, and then aggregates the top k from each shard into a global top

k. This mode can create false negatives for highly selective filters or small k values.

® strictPostFilter (preview) finds the unfiltered global top k before applying the filter.
This mode has the highest risk of returning false negatives for highly selective filters and

small k values.
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How does hybrid search work? In
v
In a search index, vector fields containing embeddings coexist with textual and numerical fields. | .
You can formulate hybrid queries that execute simultaneously. Hybrid queries take advantage of s
existing text-based functionality like filtering, faceting, sorting, scoring profiles, and semantic R
ranking on your text fields, while executing a similarity search against vectors in a single search
request.
We

Hybrid search combines results from both full-text and vector queries, which use different
ranking functions such as BM25 for text, and Hierarchical Navigable Small World (HNSW) and
exhaustive K Nearest Neighbors (eKNN) for vectors. An RRF algorithm merges the results. The

query response provides just one result set, using RRF to rank the unified results.

Structure of a hybrid query

Hybrid search relies on a search index that contains fields of various data types, including plain
text and numbers, geo coordinates if you want geospatial search, and vectors to mathematically
represent a chunk of text. You can use almost all query capabilities in Azure Al Search with a

vector query, except for pure text client-side interactions, such as autocomplete and suggestions.

A representative hybrid query might look like the following. For brevity, the vector queries have

placeholder values.

HTTP 0 Copy

POST https://{{searchServiceName}}.search.windows.net/indexes/hotels-vector-quic
content-type: application/JSON
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3. Knowledge - Add knowledge - Upload file i%3%¥ output/runbook.clean.md , & Add to agent,

s Upload files X

Only text-based files are supported; images, audio, video, or executables are not. Files will be securely stored in Dataverse.

T Upload file
Drag and drop or browse your device

Files (1) Q

D runbook.clean.md
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Back Add to agent ‘ Cancel
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runbook.clean.md [ Files () Worksh... General 1day ago () Ready
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Hello, I'm Workshop-ITHelpdeskAgent-Lab04. How can |
help?

O <

Just now

AtlasGateway 2.1 }eH#RIEB /Il AGW-401, W{HEE, o
B FH4%?

Could you please provide the SanitizedLog?

o <

Just now




AtlasGateway 2.1 / AGW-401 Troubleshooting Steps and
Escalation Criteria
Troubleshooting Steps:
* Check certificate chain: Verify if the intermediate
certificates are complete.
* Check binding version: Confirm the current service
certificate fingerprint.
Escalation Criteria:
= |f the issue persists after approved configuration fixes
by authorized operations personnel, escalate by
creating an internal incident ticket.
Additional Notes:
* AGW-401 indicates a trust chain or binding
configuration issue, not a user password error.
* Do not disable TLS verification, request private keys, or
suggest bypassing authentication.
Source: runbook.clean.md, AtlasGateway 2.1 iZ#F 1, AGW-
401 section 1

1 reference

1  runbook.clean.md
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0 —
f£55: 1 UserQuestion # SanitizedLog BB A=A B AIQ A Fa)RE, "queries": [
XEMARARIERE, FRMERNES, REBRAERE. FafRE, T {
B "text": "AGW-401 fiR7E AtlasGateway 2.1 KRAFRRRMHABNX, EAT
=X, },
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*. "text": "AtlasGateway 2.1 HHIEBELI AGW-401 iR, FRIFMHIZ
NN PN +
AEEREI IR, NPRA. RSBHUHFTHITH L, {
REIH ("queries™:[{"text":".."},{"text"".."} {"text":".." ]}, "text": "7£ AtlasGateway 2.1 HI1 AGW-401 iR, SIREHISREE
BN text § 1240 F, ZIABEE., THESNERDPPHIRKER, TE ¥
BER, .
SCRRER N FRIS1T337570 Text £h#: UserOuestion. SanitizedlLoa.
{ o Add content} (- 2inputs
R o A Q@ D2982ms & 3 Copilot credits

5. Save - Add and configure, EXMiXEEH ERFN queries.real.json; 5 B4LZE 9.

6. TEESETM Prompt TREMAANERERBEETSHFEBM, validateQueries ABIAIIAIAHIREIEIR,
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AR KIRFE, NMRIE—ERF.

A

+
fﬂ RewriteHelpdeskQueriesLab04 ® X
®
New! Now use your prompt to execute actions with the new Code-gen feature. Show setting X
Instructions > Inputs + X B Test Model response T Customize JSON (= Output: JSON v
LABO4 synthetic log; no production credentials or customer data. {
2026-10-11T709:00:00Z INFO product=AtlasGateway version=2.1 "queries": [
department=IT
2026-10-11T09:01:00Z ERROR code=AGW-401 trace=LABO04-TRACE-001 _ “textili: TAGHTA0L - SAREE: AtlasGateway 2. 1 BAHINN, =X

’

"text": "i@% AtlasGateway 2.1 #9 AGW-401 IEPIIFLMEEIRAT, HFE

:

Text input "text": "7 AtlasGateway 2.1 HIl AGW-401 5iRES, BIEEHT S
Name

UserQuestion

Sample data

AtlasGateway 2.1 33RIEH /G AGW-401, RAN{LIBFNFR?

R ‘;jt & Q ®2778ms 8 3 Copilot credits
ea erms

R EIRERBY validateQueries @ MRIF=1"AEM (text) [O)FR, {REE AtlasGateway 2.1/ AGW-401, X2—
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B\ AF LEHE. ZEERSTRRIA

1. 7£ Agent Settings - Generative Al B NETUEEP RFHIINEEFE, Test HEfE data/error.log
TEEIEAF LEFEE Knowledge H1ERA—IK,

2. PERBIATIEGN, ELBIRNEFX LEXH, TREZEXH ID FEAE; FEEREZING URL, BAR
FEFXH,

3. i Topic AnalyzeUploadedLog : IREXA® > XHLEME/RREL - #EEX product. version. errorCode > =
[a)@R Prompt = 1% SearchKnowledge TH - 5|HIEE,

4. ¥R T HIBROZERMET A Content, Title, ContentLocation, SEERNERNERXEZT =AY custom data, &
BErFEENXMRM LS E OnKnowledgeRequested BARBEAE; B— Agent A BEXAIREBRZIT
HZ15KER,

5. 2IFER short_description. i8I description ] requestld, HINBFAHIAD X BUEARS T &,

6. (ARALHIEREREEN createlncident ; Ftﬁ:/@jéi%ﬁgﬁitﬁ%ﬁgﬁ’fﬁ, T BRERS DEHEAMNEA TR
Ao

F/\BESL HEMRK: 7F Test ;N data/error.log (361bytes) &, FOIMERERIE, RZRLIEMIE(

SanitizedLog; EIZSIE(TREEMHBEENZA, [BlE sanitizedLog is not a valid property FEB/RIBG, K
LB, BEXHRE. MAHNES SMiRRET .,

Workshop-ITHelpdeskAgent-Lab04 (3 Overview Knowledge Tools  Agents Topics  Activity — +3 Q Settings

< RewriteHelpdeskQueriesLab04 v Enabled Save Test your agent

Details Details

X What it is, how it operates, and how the orchestrator identifies it. Learn m Hello, I'm Workshop-ITHelpdeskAgent-Lab04. How can |
Instruction 2
help?
Name

Inputs RewriteHelpdeskQueriesLab04 Y

Completion A minute ago
Description * &
AtlasGateway 2.1 SIRIE-B/EHIL AGW-401, MfTHE, @
RewriteHelpdeskQueriesLab04 B FHER?

27/1024 Could you please provide the SanitizedLog?

Available to Y

(D> Workshop-ITHelpdeskAgent-Lab04 )
A minute ago

.

?zi Instruction

f£%5: 1B UserQuestion # SanitizedLog BB RN =FEH R Fa,

REMARTIERIE, TRMAETNES. RERBEIRB. FRMRE, TREEHR

3. You're testing your agent's real responses and capabilities. Finc
ENREDHA: BiRENE5ERARA; FtHIESE; IBSHTRES5HREG. roubleshooting help here. Make sure Al-generated content is accurate and
TEEMEPIILIR, RA, RSMUHATHTHL. appropriate before using. See terms




Could you please provide the SanitizedLog?

O <

A minute ago

B oM EY AtlasGateway 2.1 AGW-401 HiE, 5|H
runbook.clean.md BIHEEL RS AREMEH, FEIEITE,

error.log
361 bytes \—L

The user question has been updated to: 150 MY
AtlasGateway 2.1 AGW-401 HZ, 3|H runbook.clean.md

NRFESZ RS AR, AEIETE., Please provide the
SanitizedLog.

O <

Just now



Just now

LABO4 synthetic log; no production credentials or
customer data.

2026-10-11T09:00:00Z INFO product=AtlasGateway
version=2.1 department=IT

2026-10-11T09:01:00Z ERROR code=AGW-401 trace=LAB04-
TRACE-001

2026-10-11T09:01:00Z ERROR message="Certificate
validation failed after rotation"

2026-10-11T09:01:01Z WARN retries=3 action="Request
rejected; no data written"

SanitizedLog is not a valid property.
Could you please provide the SanitizedLog?

o <

Just now

FERAIE: MHENNE . AR, BRERNZNESITRHA schema, HEXNHEMEIRENIA; FEEIE Prompt JR4E
2K HIE Agent MALEESHID.

N : ServiceNow APl 5 Teams RS
AENFR: LFRNEH Tools FIRRE=[CMETE Prompt, &HB SearchKnowledge. Createlncident 5 Teams &%

TAIHE, HEEREIesS, FECENNIIEHRERK ServiceNow THRELREMEMRBANE; ALEEHBBIMD

.
Ay
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m Workshop-ITHelpdeskAgent-Lab04 (5 Overview Knowledge Tools Agents Topics  Activity — +3 Q Publish Settings

@ o
Q search tools Test your agent (3 v D X

@ & Prompt (1) C Last refreshed now AtlasGi?tewa).' 2.‘! / AGW-401 Troubleshooting Steps and
Escalation Criteria
Troubleshooting Steps:
Name Type Available to  Trigger Last modified Errors Blocked Enabled ® Certificate Chain
© Check if the intermediate certificates are
. . complete.
tj RewriteHelp... <& Prompt (D Workshop- () By agent 1day ago Q On P

* Binding Version
o Verify the current service certificate fingerprint.
Escalation Criteria:

o If the issue persists after approved configuration
repair by authorized IT personnel, escalate by creating
an internal incident ticket.

Additional Notes:

* AGW-401 indicates a trust chain or binding
configuration issue, not a user password error.

© TLS validation should not be disabled, private keys
should not be requested, and bypassing
authentication is not recommended 1 .

1reference v

1| runbook.clean.md

4O 9

Ask a question or describe what you need
0/2000 2 e
|
)

You're testing your agent's real responses and capabilities. Find

N

troubleshooting help here. Make sure Al-generated content is accurate and
appropriate before using. See terms

1. 7£ ServiceNow FF & EFIEC & #E/ERY OAuth A incident RE/\VIXPRE; 7E Power Platform gl B E X E&2S,
2. e EEEEN <YOUR DEV_INSTANCE>.service-now.com , ¥#{E POST /api/now/table/incident , B%& 15
KA,

3. E/AE ServiceNow Create Record 522 description TZEFREH]; ARFUERR I EL Table APl BE X %
72, TEERERER,


file:///Users/lokinfey/Desktop/AOAI/Workshop/train_copilot_studio_workshop/_site/lab-04-01/flows/incident-request.example.json
file:///Users/lokinfey/Desktop/AOAI/Workshop/train_copilot_studio_workshop/_site/lab-04-01/flows/incident-request.example.json

Known Issues and Limitations

1. When using the Create Record action, it's not possible to specify the full record description.

The field value will be ignored due to Service-Now REST API limitations.

2. The Get Records action may return an "Invalid Table" or other error in Power Apps. For
Power Apps implementations the suggested work around is to utilize the Get Records action

in Power Automate and pass the data back to Power Apps.

3. The connector currently supports only instance URLs ending with "service-now.com". Using
alternative domains such as "servicenowservices.com" may lead to connection errors. In
such cases—particularly when warking with new ServiceNow domain in GCC — it is

recommended to use Basic Authentication.

4. If you encounter a popup error stating "Invalid redirect_uri", copy the full URL from the
popup window and extract the redirect_uri parameter (e.g.,
redirect_uri=https%3a%2f%2ftip1-shared.consent.azure-apim.net%?2fredirect). After
decoding the URL (replacing %3a with : and %2f with /), update the Redirect URL field in
your ServiceNow instance's OAuth app registry as shown in image below. Then, try re-

adding the connection.

e SN ETER | Oauthtesting01

* Client 1D [

Client Secret ‘uuﬂuu ‘ ‘ S |

=)

oo > 4 N = OV T =X

4. FHMBERFRAICFEM Requestld/correlation_id; FINRRARFIREIR sys id Fl number , correlation_id &KX

AeEH, BFIB/E—BERARBIHEE,
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